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[Computer System and Network Technology]

—., EAK{=EEBE Basic Information

WEATS Course Code: [2140019]

PRFEZS> Course Credits: [ 3 ]

HEEW Major: [HFEAAEA (E) Digital Media Technology ]

WRFEMEE Characteristic of the Course: [ #2412 Department-level required courses ]
FFRBE & Department: [ 5 EHARZPE College of Information Technology]

f I ##1 Teaching and Reference Materials:

E# M Textbook
[ COMPUTER NETWORKING Top-down Approach, James F. Kurose, Keith W.Ross, PEARSON, Eighth Edition ]
2% 45 H Bibliography:
[ An Introduction to Computer Networks, Release 2.0.6, Peter L Dordal]
BN (BB 7 W0, A=)
FeE R Preface Course: [ €]

=, EF2E 1 Course Description

The aim of the course is to ensure students understand the components of network systems, network

protocols, and network services.

ARIEEERA IR T RS BOR R G0, 45 DO X 28 R 8 I 55 (1 ZHL B

Be able to explain and evaluate
different types
systems and protocols

HE MR AT Aty A [R] S 7 f o) 2%
FRGFI N2 L

of network

Discussing different types of network, (LAN, WAN, internet, PAN, frame
delay) and different physical topologies

THEANFZE T 2% (LAN, WAN, internet, PAN, frame delay) FIAN[A]
E i OEY/BEE/ER T AN

Identify and discuss network standards and wireless technologies
WIS 18 P 28 PR EFI TE 2R

Apply different network protocols, (i.e DNS, DHCP, HTTP, FTP, SMTP)
AR BRI 26 0 (B DNS. DHCP. HTTP. FTP. SMTP)

Be able to understand services
provided by different networks
A B 1 A [F) 208 204 X 2 B 4L 11

%

Apply different directory service types, Identify differing application
services

SR AN ) H RS R AL, RO AS [ 28 1) 182 R 55

Use various file services

i FH A5 P SO 55

Evaluate different telecommunication services

DRI 0 £ PR 5

Be able to demonstrate an ability
to make network systems secure

RE R I M 45 22 42 (R BE )

Discuss different security methods

WS AR R ) 22 477

Evaluate business risks associated to network security
DAl 15 000 28 22 4 AH DI 7o b XU

Identify and discuss hostile and intrusive software
PRI = SR N A




=. %EIREN Suggestion for Selection of Course

This course is a professional basic-level course, suitable for senior students to choose to obtain the basic
knowledge of computer networks and to prepare for more advanced courses.

AARFEN LNV IEREURFE, &S EES AR, PSR EHLN R0 A i PR S 4%
M. BIEE5E BN E R EEL M Relevance between Curriculum and Graduation

Requirements

Fr BV ESR REk

Graduation Requirements Relation

LO11 ikl

Expressing communication

AN BOU R, EABNRIMENL,  BELEANR 76 0 2 1 Sk kAT 2088
Understand the views of others, respect their values, and communicate effectively in writing or
orally on different occasions.

LO21 HF %)
Self-learning
REMRIE 75 2 e 2% o) B, JREdHEREE, /W ER, ik, Stk BsE, 0ES5T%k

I 5] F A °
Be able to identify learning goals as needed and achieve them by gathering information, analyzing
information, discussing, practicing, questioning.

Lo3 LlkfE

Professional competence

LO31: THEFRIFF: FEREEHE. ARRFMIN, BATEER, Raa1HEN. Brimss

AR IV R R AR e 52 % A ) o

LO31: Engineering literacy: Master mathematics and natural science, have an engineering
mindset, and be able to utilize digital media technology to solve complex engineering problems.

L032: M R: HEEFMBEIFHEAR. FFRHEYE LA I EHR, Ba@ixnia
17T 22 P & 5t WA 5 P i

LO32: Software development: Master the mainstream design technology, develop a programming
mindset, understand database technology, and be able to build a variety of terminal websites.

L033: RGtia4k: RGMERIFEHEEE. PAFREEARILR ., AR, ARRERGE
1T BRI BE

LO33: System maintenance: systematically master the basic theory and knowledge of computer
hardware and software, and have the basic skills to ensure system operation and maintenance.

L034: HEMREHAH . ERBFIANEARIIS ., FRBCAEEN AR AR, B
HREMBSRE. . LR AE R

LO34: Material collection and processing: Master the basic theory of digital media, understand
how to use mainstream digital media application software, and have the ability to collect, store,
and transmit materials

L035: FEMILSLBCT SHlfE: ABMEISCIEA TR, R RIS wh B SRR
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LO35: Virtual reality design and production: Be familiar with the basic principles of VR, master the




design and production process of VR products, mainstream designs, and integration platform.
Have the ability to combine relevant hardware to realize content production and application
development of VR products.

Lo41 Ruidik
Do not be pressured
WApald, sEESEN, BAmYT, s IR6E

Be disciplined, follow the rules, don’t be afraid of setbacks, and be able to perform under pressure.

LOS51 P [A] 13T

Collaborative innovation

A BAOR B RAFH SRR R, R R AR R s 55 T AN R A B S ), 55 T4
BT AR

Have good collaboration with team members, be an active member of the group, not be afraid to
think from different perspectives and to put forward new ideas.

Lo61 15 BN

Information application

REAES 2], AR NG BEORMR R, A T SELAL BE AR St 145 B ANEOR
ACHHIBE ST o

Can apply information technology to solve problems in study and work. Have the ability to use
computers to process information and technical exchanges in the work field.

LO71 RS %%

Service care
RBERSMN, REME, RS2 MARL, T &R0, WHERE
O NN EZ —)

Willing to serve others, enterprises and society; be enthusiastic, loving, and grateful (gratitude,

O, Bk, &

&
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return favors, and love are some of the contents of our school motto)

LO81 [H FrAt

International Perspective

BA BRI INERIEVIERE /) 58 S PERRE /), Bes T bAN Bt R, A EBr S S
HrERR.

Have basic foreign language expression and communication skills, obtain cross-cultural
understanding, be able to read professional foreign language materials, and have a sense of
international competition and cooperation.

#%¥E: LO=learning outcomes (%] Al iR)

B, IREBIR/IRETEIZFE SRR Course Objectives / Course Expected Learning

Outcomes

FFo| BREETIY
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No Course
Expected
Learning

Outcomes

R H bR
CHIAL R T 27 21 RO
Course Objectives (Detailed Expected Learning
Outcomes)

#5275
Teaching and
Learning
Methods

PN 7 5
Assessment
Methods




1 | L0211 To understand different types of network and | Lecture, Multiple
different physical topologies. To identify and | Discussion, and | Questions,
understand network standards, (UDP, 802.2) and | Individual Quizzes, Case
wireless technologies (802.11, Bluetooth, 3G) Presentation Studies, and
HRAAAN R R AL () X 28 R ER AR Ah 54 o UM FEER | #5118 > | Team Projects
iR 2 Fh & bR e (UDP. 802.2) FIELEFIA | AR FRAE, =AY

(802.11. 4. 3G) By, Z=15>1,
AATBA T H

2 LO31 To apply different network protocols, (i.e DNS, | Lecture and | Multiple
DHCP, HTTP, FTP, SMTP). To apply different directory | Discussion Questions,
service types. To use various file services. To | ##iE 5itit Quizzes,  Case
evaluate different telecommunication services. To Studies, and
identify differing application services Team Projects
N A R 28 W (Bl DNS. DHCP. HTTP. B, &
FTP. SMT) , SEHANE M) H SR RAL. EH % Mgs:, F>1,
FSCAEARSS o VEASANRI SR AL B HELAE IR DS . BRI AS AATBAT H
() 2 T 1y 7 FH IR 55

3 | LO511 To identify different security methods. To evaluate | Lecture, Multiple
business risks associated with network security. To | Discussion, Case | Questions,
identify and discuss hostile and intrusive software. | Study and Team | Quizzes, Case
PUMNAS R AL ()22 4277 300 PPN 5 N4 22 A% | Work Studies, and
PITEDIARS . RAIFFITR S BB SN R | IR ik £ | Team Projects

ST ABIAITE | &K, =Y
Mg, Z451% 1,
A BA I H

75y BFEAA Course Contents

Chapter 1 Computer Networks and the Internet 25 1 2 &1L A R4 M (BR1SERFT Hours 4)
H2F W% Teaching Content:
What is the Internet? What are protocols? Network edge: hosts, access networks, and physical media. Network

Core: Packet/Circuit Switching, Internet Architecture. Safety. Protocol layer, and service model
M RPIRER? A AR MEEIAG: TN AL VBN BT P28 A% 0o 1/ FE I AC e, ELER I
giM. A, HhlE. RESHRAL
HIPHER Knowledge Requirements:
1. Learn the basics of computer networking through several basic concepts and terms related to the Internet.

After graduation, students should have mastered two methods of describing the Internet; description of

specific network components and description of services. They must be able to explain host/end systems,

network applications, communication links and physical media, transmission rates, packets, packet switches,

routing/pathing, ISP, socket interfaces, protocols.
R AR A R H U AR S FIRE, TR AR BRGSOz B4R A ik
TR TT5: BARPIZE R BB IR o5 0 o ABA T ZUARE 0L/ 2 i R A I ML A B AT
PR ARSI L AL B/, ISP BRSO P

2. Know basic hardware and software components of the Internet: the edge and core of a network. To understand

DSL and HFC access networks, enterprise access networks, and wireless access networks. To distinguish several




physical media: Twisted Pair, Coaxial Cable, Optical Fiber, and Radio Links. Students should be able to list several
access networks and physical media, and explain their differences.

T AR FE A RO AR A ST G AL T ff DSL AL HFC AL AR N FITE 4
FEANM o X3 J UMD 5T A RIS . LT NG R . 22 NOZ REE 1 HH T LR EE N P 4%
APTERIAR, FEREREEATHI X B o

Understand packet transmission delay, store-and-forward, queueing delay, loss, and internet hierarchical
structure. Students should distinguish FDM and TDM, compare packet switching and circuit switching, and
explain internet structure.

T IREHR B IEIR . (EEE R HEDIEIR . E KA internet 02451, 224X 4> FDM I TDM, L
By HATHR A FLER AT, SRR LRI 254 o

Comprehend protocol layers, corresponding services, and the concept of encapsulation. Students should be
able to list several protocol layers of the Internet and interpret their corresponding services, and explain how
messages transmit between protocol layers during transmission from source to destination.

TR P SUZ MR . (1) I 55 A R 3 38 IO & 2228 SRR A H ELI FR) T LAN I SUZ S AR AR 2 PR R 55
TR JEAE TS E H AR H i) A2 A S8 B e 76 Bl 2 2 TR A

Understand the Internet is vulnerable to many different types of attacks. Students should be able to distinguish
between virus, worm, spyware malware, botnet, explain DOS, packet sniffing, and IP spoofing.

TIRHERMN 5 Z BIA R Bty o 22N X R e WG, (AR S e A T R 2%, ke
DOS. HHamaR. 1P KT

H2FHME S Teaching Topics:

1.

The description of two kinds of Internet and the concept of network protocol

P Al AL A ) 8 e 3 7 R DX 2% in AL AR

DSL and HFC, and different physical media

DSL 1 HFC, S A [ 4 B AL i A

Store and forward of packet switch, queueing delay, loss

AR S HAL AR R, HFER, £k

Data switching vs circuit switching

i A4 5 W R AT XS B

Internet Hierarchy

HIRM 73 =45

Protocol layers and services models.

o JE IR S5 A

Different attacks: virus, worm, spyware malware, botnet, DOS, packet sniffing, and IP spoofing.

AR B e, did, (ARSI BT %, DOS. HHE IR 1P i .
Chapter 2 Application Layer £ 2 & N2 (FEEVER Hours 4/3ZBRURRT Actual Hours 12)

HF N Teaching Materials:

Principles of network applications, Web and HTTP, E-mail, The Domain Name System DNS, Video streaming and

content distribution networks

WX 255 W FH R B, Web A1 HTTP, HLF-HIE{4,  DNS, FWAT AN N 2545 R I 2%

FIIRZEK Knowledge Requirements:

1.

Master the basic concepts and implementation principles of the application layer: Client-server, P2P
architecture, process, API, addressing process, transmission service requirements, TCP, UDP, and application
layer protocols. After this class, students should be able to explain two application architectures, distinguish
the transmission service requirements from four sources, understand APl and addressing process, TCP/UDP



service, SSL, and define a simple application layer protocol.

HAR N R ANE S IS BLFE . 0 RSS4R A0 P2P ek HERR. AP RIFHETFE: AR RS
K TCP M UDP: MAEMNL. WG, FAERUHERIA N FHZEN, X DR RIE AR T oK, TR
APl JeFHERFE . TCP/UDP k%% J SSL,  FF7E X —ANaiHp (1) B FH 2 0

Understand the components of web pages and the corresponding concepts of the Hypertext Transfer Protocol:
non-persistent/persistent connections, HTTP message formats, cookies, web caching, and conditional GET.
Students should be able to explain the validity of different TCP connections and explain the advantages of
cookies and web caching, as well as conditional GET methods.

PR Web T FO 21 RHEE SCAAR S S HO AR MR JERE A/ FR AERE . HTTP #R3CH . Cookies. Web
GAFANFAT GET. “2/E NIREMFREANR] TCP IE R A M, JFARFE Cookies 1 Web ZZA7 IS, LA kAT
GET J7i%.

Learn about the key components of email, SMTP, email formats, and mail access protocols. Students should be
able to distinguish between SMTP, HTTP, and the differences between the three mail access protocols.

TR IR B AE . SMTP L IBPEAS ORI A D ) B o 2242 REIX 43 SMTP Rl HTTP DL K& —Fh
IS = 7 i) IR AL PR X ) o

Master the basic concepts of DNS, its related services, DNS hierarchy, DNS records and messages. After this
class, students should be able to explain two different DNS query solutions and discuss their effectiveness.
HYE DNS S HAHKRSS WIFEAM S . DNS 2R DNS ik AVH B WG, AR PRI AN [F] 1)
DNS B HIRRTT 58, IR e ATmA Rk

H2FHME S Teaching Topics:

1.

Two Applications Architectures
P S FH R A AR B
Processes Communicating: Processes, API, and Addressing Processes
BEREIEAS . BEREROMES, DL g VR 4R ERE .
Four Transport Services Requirements Applications Needed
DU S FH A PR 3B R 55 7 2K o
HTTP Message Format
HTTP 5 SCA% 2o
Differences of SMTP & HTTP
SMTP Fll HTTP Z [A] [l % 57
Mail Message Format
AR S 5
DNS and Services
LRI WS E NN
DNS Records and Message
DNS C s AR 3.
TCP/UDP Services & SSL
TCP/UDP fIR%5 54 e 2
Chapter 3 Transport Layer 5 3 2 1£%i)2 (B 2R Hours 2)

HFE N Teaching Materials:

Transport-layer services, Connectionless transport: UDP, Principles of reliable data transfer. Connection-

oriented transport: TCP.

Az SS, ToiEEtLsn: UDP, RIEEAUE LR RN, AR (e TCP.

FIIREK Knowledge Requirements:



Master the basic concepts of transport services and protocols. After this class, students should be able to
distinguish the services provided by the transport layer and the network layer, and describe the advantages
and disadvantages of TCP and UDP.

BRI RS M DU AR S . RIS, AR L5 E M 2% Z 4R LIRSS, P& TCP 1 UDP
RT

Learn about UDP and its features. Students should be able to distinguish between UDP, TCP and calculate UDP
checksums.

T UDP JHRRE . 2R N X 43 UDP AT TCP JF 1155 UDP 156 A

Understand the basic concepts of reliable data transmission principles: stop waiting for reliable data
transmission; pipeline reliable data transmission: GBN and SR.

TR AT SRR AL S R B EE A S A IS AT SRR AR s K T SE B A% H:GBN T SR,

Master the basic concepts of TCP, packet formats, reliable data transmission services, and flow control. After
this class, students should be able to explain the TCP process: handshake and connection, calculate timeout
interval, demonstrate flow control, and TCP connection management.

B2 TCP AN S . Hum kg, AIEEREERALIRSS . IRESEH . WRIE, FAENISZMRE TCP Rt
P BETFAGER:, HERIERE, RS TCP BRI .

H2FHME S Teaching Topics:

1. Transport Services and Protocols
5 AR 55 AL
2. UDP and its characteristics
UDP S H A1
3. Stop-To-Wait RDT and Pipelined RDT.
15 1S A5 T SE SRR AL A AR 7K 28 P SE R AL i o
4. TCP
TCP FEEAME &
5. Segment format, reliable data transfer service, and flow control.

Hm g . WTEERBIRE RS . TR

Chapter 4 The Network Layer: Data Plane 28 4 3 4% /2 3048 M (B8 URAT Hours 2/32BR YRR Actual Hours

12)

H¥NE Teaching Materials:

Network Layer Overview, How Routers Work, Internet Protocol.

o0 25 R, e 2 A R, R B

FIRER Knowledge Requirements:

1.

Master the basic concepts of the network layer, the basic concepts of the two important functions of the
network layer, and the network service model. After this class, students should be able to explain forwarding
and routing, distinguishing between the work on the data plane and the control plane.

B IR 2% S AR S X 28 S P A B LT R PR B A R I 28 R S5 B . URJS A S DA o
S a7 1 il v o R

Learn about router architecture: input ports, switch fabric, output ports, route processors, and packet
scheduling. Students should be able to explain the difference between destination-based forwarding and
generalized forwarding, the three switching methods, the rules for FIFO, priority queuing, and round-robin
queuing.

TR RS BN T A HAE R B . BE AL EERS . AL . AN RSE T H
R SURE R, Mg 75, UK FIFO. ARZEZABN . FEFRHERARII o



Master the basic concepts of IPv4 and IPv6, IPv4 datagram, IPv4 addressing, Dynamic Domain Name
Assignment Protocol, network address translation, and tunneling. After this class, students should be able to
explain IPv4 and IPv6 datagram formats, indiscriminate inter-domain routing, and how to encapsulate IPv6 into
IPv4.

H IR 1Pv4 F1 IPv6 [IEAMES, 1Pva BdHR, 1Pva Fht, &I, Mg bk, KHEbsiE.
WG, FAENYHE 1Pva A1 IPve B ikks 2N, JoZ2 il m) i k£, LR IATRE 1Pve BN IPv4.

HFME 5 Teaching Topics:

1.

Network layer and two important functions.
W 2% E AP B LT BE
Destination-based forwarding.

ETHMME K.
Longest prefix matching rule.
=SNG IR
Router architecture.
AR SRR o
Two important approaches of forwarding.
P A B ) O 3
Basic concept of IPv4 and IPv6
IPva FlI 1Pv6 [r15EAME o
Chapter 5 The Network Layer: Control Plane £ 5 & W% 2: % H|H (L URE Hours 2)

¥ NEE Teaching Materials:

Routing Algorithms, Intra-AS Routing in the Internet: OSPF, ICMP: The Internet Control Message Protocol.
M AL, BB AS AESH: OSPF, ICMP:  HEE MR SCHML .

FIRESR Knowledge Requirements:

1.

Understand how the control plane of the network layer controls network logic and controls how datagrams are
routed through the end-to-end path, controls the configuration, and management of network layer
components and services.

S X 2 J2 )42 41~ T 42 o) ) 28 2 0B 42 o RSO 1 G T 10 i 30 i B A i b, o S B8R A ) %
JE AR -

Understand the traditional routing algorithm, which is the widely used Internet routing protocol OSPF. Students
learn network protocols through labs.

PR SR N R0, IR SRR A2 N () ELIDE D B bR P OSPF . 27 AR T8 I 2 6 27 = I 24 P 3L o
Understand the basic requirements and protocols of IP networks, including ICMP.

PR — L 1P WX 2% FRIEAR BORAIAH WM, AFE ICMP (Internet #2138 SCHMY)

#2EHE . Teaching Topics:

1.

Characteristics of control plane in network layer
R 2% o2 P R4 o T FRTRY: R
Intra-AS Routing OSPF
PN T H P OSPF
The Internet Control Message Protocol
Internet 2 il SC ML ICMP
Chapter 6 Link Layer & LANs %5 6 & £: 8 2R/ (321 F Hours 4)

HFE N Teaching Materials:

Introduction to the Link Layer, Switched Local Area Networks, Data Center Networking



BEEZ MR, SR, HE o R

FNIHEESR Knowledge Requirements:

1.

Master the basic concepts of the link layer and the services provided. After this class, students should be able
to explain nodes, links, frames, media access control, reliable transmission, error detection and correction at
the link layer, and where the link layer is implemented.

BRI BN PTIR RS A S R, PN YHREERRE LT R BERR . Wl AR IR
AlAEARR . BRRA AN A I, DR RR JE AR TR HE SR

Master the basic concepts of link layer addressing and address resolution protocols, Ethernet, switches, and
virtual local area networks. After this class, students should be able to explain MAC address, ARP, Ethernet
frame format, switch filtering and forwarding, self-study, and compare switches and routers.
BARGER R UGBTI ORI, 2Bl BRI A S . R, AR MAC
Hutik. ARP. DUKRPIMURE . SIS IEMEE K. B2, IFECECT HApURI B F 25

Understand the concepts of data center networking, load balancing and its hierarchy of routers and switches.
Students should be able to explain why data center networks exist.

T FRESCHE O IR 2% RN L AR BT S L e B RS SR R RS o A SRR A 4 2t R
TR

H2FHME S Teaching Topics:

1.

Basic concept of link layer and service provided
BERR B AN PTR AR S5 R AR
Link layer addressing and ARP.
B E Tk
Ethernet
AT AR A
Switches
Iy A
VLAN
REALN R
Data center networks
A E T AN L
Chapter 7 Wireless & Mobile Network 55 7 3 Jo2R P 4& AR 2NN 4% (FEL VRFT Hours 4)

H¥NEE Teaching Materials:

Overview of Wireless and mobile networks, WiFi:802.11 Wireless LAN, Cellular Internet Access, mobile IP

ToLk W4 2% AR B0 AR, WIFi:802.11 oLk /Rl W, 15 HLIBERIEE N, FEBhMs 1P

FIRER Knowledge Requirements:

1.

Master the basic concepts of wireless networks and wireless network taxonomy. After this class, students
should be able to list the elements of wireless networks and the classification of wireless networks.

B TCE M 2 (B AME AN TC 2k 25 00 2800 URIG, “FAE N HH TG 2R I 2% I 2L 3 R T B M 46 1) 43 2
Understand IEEE802.11 system, IEEE802.11 local area network structure, channel and association, IEEE802.11
MAC protocol, IEEE802.11 frame, and its advanced functions. Students should be able to list the components
of IEEE802.11LAN, distinguish passive scanning from active scanning, and explain how to handle collisions in
802.11.

T fi# IEEE802.11 R &E. IEEE802.11 JEIM M 454y, (S SCHL. IEEE802.11 MAC #il . IEEE802.11 Ml J2 H
R AN IEEE802.11LAN FIZEMT, X/l A s, MR an At 802.11 Hh Al

Tﬁ o



Master the architecture and standards of cellular network access. Students should be able to describe the
evolution of cellular networks and their standards.

AR I 8 A8 RN (R R FIRRAE o 27 L id0 B 08 3 T 2% (14 e B L o

Learn about Mobile IP, dealing with mobility in cellular networks, and the impact of wireless and mobility on
higher layer protocols. Students should be able to list the three components of wireless networking standards,
the components of cellular network architecture, and the distinction between cellular and mobile IP.
TSN 1P, AbFE e MLk T RS B, LARTGEAI RS B v R U IR RE o A AR B B H o2k I i
PRER = AN, s ss I SRR A, X i s R S5 530 1P 1R Xl

HFME S Teaching Topics:

1.

Basic concept of wireless networks.
TCE I 2 (R AR &
Wireless network taxonomy .
ToL 2% 111532
Important differences from wired link.
TCE M 4 547 2 I i ] 1) =R DX Gl
IEEE802.11 architecture and 802.11 MAC protocols.
IEEE802.11 14 R 45 #4711 802.11MAC Ppi% .
Elements of mobile networks architecture.
R BN BR AR R TR ) 2R
Standards to mobile IP.
5l 1P bR
Chapter 8 Security in Computer Networks 25 8 2 &M% K24 (F 1S URFT Hours 2)

¥ NEE Teaching Materials:

Network security, cryptography principles, message integrity and digital signature, network layer security,

making wireless LAN secure, operational security

W2z 4, HIEIRE, ROCEBIEMBT S, WRRel, MRLREM g s, BiEas

FIRER Knowledge Requirements:

1.

Master the basic concepts and cryptography principles of network security. After this class, students should be
able to explain confidentiality, message integrity, endpoint authentication, operational security, and
distinguishing between symmetric key encryption and public key encryption.

BRI 2 W EEANES . BRI, BR5, PRSI RSB s A EF R 2 4
PE, X3 0T RREE SN A I .

Learn about message integrity and authentication methods. Students should be able to interpret digital
signatures, MD5 and SHA, and certificate authorities.

TR B B R AR BRI TV . AR NI RE MR 544 . MD5 FIl SHAL E TS AR WL o

Learn about secure email, SSL, IP security, VPN, WEP, firewalls, and IDS. Students should be able to distinguish
between two IPsec protocols, toy SSL and real SSL, explain the principles of IKE, WEP encryption and
authentication, intrusion detection systems, and list three types of firewalls.

T AT B, SSLy IP %245, VPN. WEP. Bk, IDS. AR X 73 Pl IPsec 71X, BrH SSL A
LS SSL, fRE IKE. WEP I AIAIE. NRASI RGN IR, 541t =R 2R B K

H2FHME A Teaching Topics:

1.

2.

Basic concept of network security.
I 2% 22 A AR
Principles of cryptography.



GALCEIREI

Symmetric key crypto and public key crypto.

SRR IR A AN

Digital signatures and CA.

B FNE
IPsec and VPN.
IP AR L M

WEP, Firewalls, and IDS.

B RERE, B KNI R4 .
+. BRI ZAFRREEARZEK Course and Lab Requirements

Fr . . SR | L o
o S 4R FENE e | FHEE |
N Name of Exp. Content Type Comment
No. of Exp.
. BEEXHNRZRFANELESE . View a o
LT E S Yt | 3 A/
1 ) system and configuration information of 8 ]
Set Switches ) Design Self
switch.
e (=] =
B3R % 4 PR AR B RN B S I EH AT s
Phrh BEARE | O e BitH | 3 A4
2 Master the basic configuration of routers 8 .
Set Routers ] ) Design Self
and the dynamic routing.
M Apache 55 #HAFFEE—D Web :
, | Avache HARCE | P 7 " . WATE | 3 A/41
i o
Set Apache Services . ) ) Veridate Self
Setting a Web Site using an Apache
J\\ TN AR ER%R Assessment Index & Grading Scale
B3 O AR &tk (%)
Grading Computation Assessment Index Weightage (%)
x1 WIARERZ: D ABUHRE (2000 HEi55) S0%
0
Final Assessment: Personal Project Report (2000 Words)
O MREEZ: DAL (800 JEify) 0%
Process Assessment: Individual Assignments (800 Words) °
3 W DNARBIE (1200 SEiE5) 0%
Process Assessment: Team Work (1200 Words) °
SR RERI
" PR IRERI o 10%
Process Assessment: Classroom Participation
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